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ABOUT
TELENOC

TeleNoc (Helcon IT Company) is an IT Services & Solutions Company, headquartered in Riyadh,
Saudi Arabia with offices around the world. TeleNoc is well known in delivering quality
consultancy services to its esteemed customers in Software Development, ERP Practices,
Customized Applications Development, Mobile Apps Development, Data Analytics & Al,
Blockchain Development, Cloud Teaming, IT Network Infrastructure, Cybersecurity, Data Center,
Data Sciences, Cloud Computing, Virtualization, Fleet Tracking, Assets Management & Tracking,
Managed IT Services, Our core competencies enable us to provide high-end solutions using
client-centric approach with state-of-the-art services and technologies. Being focused gives us
immense flexibility to tailor our solutions and services as per our clients’ unique demands.
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VISION - MISSION

VISION

“Attain recognition as a trusted partner by engaging, empowering & enabling our
customers to make better informed business decisions using Information
technology”.

MISSION

“To empower & enable our customers to make informed decisions we willexplore,
innovate & perform with diligence. As a part of global ICT industry, we
willintroduce technology & services that are unique & reliable by meeting the
requirement of the stakeholders & our customers. We will contribute our
experience in developing the Saudi ICT market & nurture local talent to create
dynamic leaders”.




OVERVIEW

CYBER SECURITY DIVISION

TeleNoc's Cyber Security Services are meticulously designed to provide businesses
with comprehensive protection and assurance in the ever-evolving digital landscape.
With a collective experience exceeding 100 man-years, our team of experts is highly
proficient in addressing the diverse and intricate challenges associated with
information security. Their extensive expertise spans across various domains, enabling
us to effectively cater to the unique needs of our clients.

At TeleNoc, our leading Cyber Security professionals possess a profound
understanding of the risk and compliance trends that drive digital transformations. We
emphasize a strategy-first approach, offering Quick start solutions fueled by IP
accelerators. Additionally, we provide automated regulatory compliance subscription
services to enhance boardroom governance of cybersecurity risk. Our aim is to assist
customers in maintaining compliance within an evolving regulatory environment while
ingraining cyber resilience into their business DNA.
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TELENOC SNAPSHOT

Founded in 2011 and headquartered in Riyadh, Saudi Arabia with presence in
India, Pakistan, UAE, Egypt, Sudan and UK

2022 revenues of SR 50 Million across group companies

A 500+ client base that spans all industry sectors public sector, financial ser-
vices, manufacturing, trading and real estate etc.

Highly skilled employees based across regions.

Established regional footprint in emerging markets
Strategic partnerships with leading technology vendors

Recognized & recommended by leading consulting
companies as best in class & best in approach




COMPANY GROWTH STATS

e

1000+

Satisfied Customers

@ 20+

e’ Government Sector Entities

25+
@ Industrial Sector Companies Served
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10+

Healthcare Institutions Served

50+

Information Security Professional Trained

30+

Partnership with Global Compani




SECURITY ASSESSMENT

TeleNoc's Security Assessment Services aim to assess vulnerabilities and
determine the extent of exposed information in a safe and controlled
manner. Through simulated attacks that mimic real-world scenarios, we
identify weaknesses without compromising the organization's security. This
process enables organizations to proactively address each vulnerability and

BLACK BOX TESTING

Simulating External Attacks

GREY BOX TESTING

Emulating Legitimate User Profiles

WHITE BOX TESTING

Analysis with full application access
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SECURITY ASSESSMENT

APPLICATION
SECURITY

ASSESSMENT

® Web Application Security Assessment

® Android Application Security Assessment

® iOS Application Security Assessment

® Desktop & Legacy Application Security Assessment

A INFRASTRUCTURE
€@7‘ SECURITY
/"N J ASSESSMENT

® Xternal Security Assessment of Network Devices
@ Internal Security Assessment of Network Devices
® Security Configuration Audit

DATABASE
SECURITY
ASSESSMENT

® Web Application Security Assessment

@ Android Application Security Assessment

@ iOS Application Security Assessment

® Desktop & Legacy Application Security Assessment




SECURITY OPERATIONS CENTER
(SOC)

TeleNoc offers a fully managed Security Operations Center (SOC) capability,
allowing businesses to focus on their core operations while gaining quick
and hassle-free access to the necessary tools, skills, and processes for
safeguarding their assets. Our SOC-as-a-service provides 24/7 monitoring,
complete threat visibility, and a team of skilled analysts, all scalable to meet
specific business needs. With TeleNoc's SOC solution, organizations can
achieve regulatory compliance and enjoy a cost-effective alternative to an
in-house SOC. Trust us to enhance your security posture with
industry-leading expertise.

Incident Triage

Siem Health Check Report

Integration With IRP

@ ) Siem Advisory Report

24 x 7 Monitoring, ensuring continuous
protection all year round

Complete Visibility of Threats Across the Entire
Monitored Domain

Access to a Team of Skilled and Certified SOC
Analysts

Scalable solution to meet the specific needs of
any business

Helps businesses meet regulatory compliance
requirements

Cost-effective alternative without the overheads
of an in-house SOC.




DIGITAL FORENSICS & INCIDENT
RESPONSE (DFIR)

TeleNoc's DFIR Services empower organizations to effectively respond,
investigate, and remediate security incidents. With our expert team, we
uncover intrusions, evict attackers, and restore business operations.
Leveraging our practical experience, we excel in addressing and
managing even the most complex security breaches.

OUR DFIR METHODOLOGY

" | DETECTION & || CONTAINMENT
'PREPERATION 1 ANALYSIs | ERADICATION

POST INCIDENT

ACTIVITY




GOVERNANCE, RISK & COMPLIANCE (GRC)

TeleNoc provides a thorough assessment of your organization's security posture, identifying any po-
tential gaps and ensuring compliance with regulatory requirements across all business locations. Our
expert team evaluates your current security stance against industry frameworks like 1SO27001,
PCI-DSS, NIST, and more. This evaluation offers a comprehensive understanding of enterprise risk,
covering policy, process, infrastructure, operational security, and confidential information manage-
ment. Trust TeleNoc to enhance your GRC strategies and safeguard your organization's integrity.

Control Assessment & Gap Compliance Audits against regula-
Analysis Services tory frameworks

Security audit against industry best Guidelines on Cyber Security
practice Framework for various sectors
Security strategy to mitigate the Create compliance reports high-
risks identified lighting non-compliant controls/-
Information Security Policy clauses and associated risks

Documentation & Consultancy

Configuration Review of Network
Devices, Databases & Operating
Systems

IT & Network Architecture Review
Application Control Assessment




EMAIL PHISHING INFRASTRUCTURE

TeleNoc offers a Comprehensive Simulated Email Phishing Service designed to help organizations
identify and mitigate phishing threats. Our expert team collaborates with your internal teams to create
and execute customized phishing campaigns tailored to your organization's specific requirements.
With advanced tools and experienced technicians, you can trust TeleNoc to handle your infrastructure
and deliver effective simulated email phishing campaigns.




RED TEAM

TeleNoc's Red Team experts specialize in simulating attacks against your network, providing valuable insights into the performance of
your people and security protocols under pressure. Through rigorous Red Teaming, we deliver an attack simulation that closely
resembles a real cyber threat, leaving no room for complacency. Our testing teams will demonstrate the strengths and weaknesses of
your defenses, offering a clear understanding of where your security stands during an actual attack. Trust TeleNoc to provide
comprehensive testing and enhance your organization's resilience against cyber threats.
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SECURITY INFORMATION AND
EVENT MANAGEMENT (SIEM)




SECURITY INFORMATION AND
EVENT MANAGEMENT (SIEM)

Top categories
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DIGITAL RISK PROTECTION

To meet all the requirements and keep up with an ever-expanding threat landscape, digital risk protection efforts should consist of
Digital foot printing, Remediation workflows and Threat exposure mitigation.

In:
10

MONITOR MITIGATE MANAGE

Discover and map all Search the public and Automate actions to Manage the process
digital assets to dark web for threat block and remove used in the Map.
quantify your attack references to your identified threats to Manage and Mitigate
serface. Use the map as digital assets. Translate digital assets. Integrate quadrants.
a foundation to monitor found threats into with existing security Management is
cybercriminal actionable infrastructure. essential to DRP

activity. intelligence. protection.




SOAR

Threat and Vulnerability Management
Incident Response

Security Operations Automation
Perform remediation actions

Easy reporting and Case Management

COLLABORATE

Case management for multiple analysts

ELABORATE

Security playbooks, automated workflows
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Automate response and orchestrate tasks
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